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PhD Thesis
Federated Approaches for

Defending Cyber-Attacks

I. ConteXt and Aims FL Type ] Federation and aggregation
»  HFL, VFL, FTL, ...
» In 2016, Google introduced the concept of Federated Learning (FL), » FedAvg, Fed+, ...
enabling collaborative Machine Learning (ML). FL does not share local Federation Strategy ] »  Client selection, ...
data but ML models, offering applications in diverse domains. FL has -
been studied to overcome challenges of collaborative intrusion Local algorithm ] )
detef:tion ahd mitigation systems, such as communication overhead Algorithm and mods
and information disclosure. é /[ o ] »  Supervised, unsupervised, ..
» This thesis addresses current limitations of Federated-learning Intrusion o ' Hyperparameters
Detection and mitigation Systems (FIDS) in terms of transferability, 5 ( '+ Generalization vs specialization
adaptability and scalability. The chair’s realistic test beds [1] will be z | Moadel target ] )
used to host experiments and validate our hypotheses. The long-term Q
objective is to build a distributed collaborative observatory of cyber- % \[ Data source and type ]
threats that would feed the detection systems of organizations. =
»  While our work on the literature answered multiple questions already, the Defense capability ]
following research questions are open:
RQ1: What are the relevant features to train FIDSs? Analyzed dataset ] Meta classes that rel el
RQ2: How can we federated knowledge between parties with different ~  experiment, not the technical
use cases? Evaluation metrics | SV

RQ3: Is there a trade-off between model specialization and

L Figs. T f FIDSs [2
generalization for FIDSs? 1g 3. laxonomy o s [2]

» The survey highlighted research directions for the community to follow.
FIDSs have limited adaptability when dealing with architectures that are
too different. Therefore, we will first work on knowledge transfer in
heterogeneous federations: heterogeneous data, models, or features
are considered.
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»  Other relevant research directions include adaptability—eg. dealing
with data changes or clients with different distributions—, and
scalability—eg. high number of clients, hierarchical federation aspects.

Bl | NSO § O H ........ » The community identified other open issues, mostly performance- and
{3 Facory {B3 Facon 2 {3} Factory security-wise.
(2] E\@ loT Gateway} B @ (5 2) (5
- | network initialization
e 1) o lzain | lll. Future work

» The chair builds and hosts realistic test beds to perform real-life

‘ | ‘ 3] Model updating
Model aggregation

2 (5) Detection reproducible experiments. Three use cases are considered in this thesis:
et 20 O 4B — Captured traffic IT infrastructures, industry 4.0, and smart buildings. The three use cases
On-device Windfarm Uity Thermosta loT devices are covered by the chair's test beds and its partners. Two projects will

Fig 1: Federated Learning for intrusion detection in Industry 4.0 [2] start to address FIDSs limitation:

P1: FIDS-EP: an evaluation platform for reproducible experiments
P2: Cross-Silo and Hierarchical FL for FIDSs

Il. State of the Art of FIDSs

»  We focus on FL-based intrusion detection systems (or FIDSs), which has
become the state of the art for Collaborative IDSs (CIDSs). A survey
paper (2] has been submitted to TNSM in 2021 and is currently under
review. In particular, this Systematic Literature Review (SLR) shows:
(a) how FIDSs are used in different domains; (b) what differences exist

petween architectures; (c) the state of the art of FIDSs.

» FIDSs are a trending topic whose evolution is following the one of FL. Fig 4: Test beds of the chair Cyber CNIL Airbus Cyberrange,
Publications are heterogeneous in term of venues and research groups. Fischertechnics models, Cencyble building (Rennes campus)
Vost publications are use-case—based.

IT networks Industry 4.0 Smart buildings

» One of the major caveats of the literature review is the inability to
compare the performance of existing approach, due to the

24 | | | differences in term of dataset, algorithms, participants, and use case.
5 5 5 Therefore, we will develop an evaluation platform for reproducible
18 experiments. This will allow us to study the impact of existing FL
strategies on performance, and eventually provide objective insights on

1o FIDSs design.
\‘ Smart Vehicles » The second project addresses the transferability and adaptability
6 ~_ aspects of FIDSs to match the needs of organisations. Cross-silo FL
Satellite Networks enables privacy-preserving training of heterogeneous models, so that
0 ' ’ ’ each organization can train a model of its own, while benefiting of the
2017 2018 2019920 2021 experience of the other participants. This is extremely relevant for IDS

| | - o tasks. Organisation could train a model locally with FL among agents,
Fig 2: Evolution and repartition of FIDSs publications [2] and collaborate externally, using a hierarchical approach.
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This poster was made at the chaire Cybersecurity for Critical Networked Infrastructures (Cyber CNI) | https://cyber-cni.fr/ | Our monthly cybersecurity speaker series https://talk.cybercni.fr/ | Our science blog https://future-iot.org/
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